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(54) METHOD AND DEVICE FOR PROVIDER SWITCHABLE COMMUNICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a metlnod and a 
device for provider switchable communication with which a 
provider can be easily and dynamically switched to the other 
provider. 

SOLUTION: When performing communications between a first 
provider 14 or second provider 15 and a user terminal 1 1 
through a giga-bit Ethernet (R) 10 which is a backbone 
network composed of a virtual local area network, a VLAN tag 
containing information corresponding to the IP address of the 
provider is applied to information transmitted from the user 
terminal 1 1 to the first provider 14 or second provider 15 by 
terminal equipment 12 constituting a device for connecting 
the user terminal 1 1 to the gIga-bit Ethernet (R) 10 and while 
using the VLAN tag, the relevant transmitted information is 
distributed through the backbone network. 
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* NOTICES * 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 

[Claim l]In a case where it communicates between a provider and a user terminal via a backbone 
network which comprised a virtual local area network, With a terminal unit equipped for 
connecting said user terminal to said backbone network. To transmit information transmitted 
towards the provider concerned from the user terminal concerned. A provider switchable 
correspondence procedure characterized by what a VLAN tag including information 
corresponding to an IP address of the provider concerned is given, and the transmit information 
concerned is delivered for via said backbone network using the VLAN tag concerned. 
[Claim 2] Said terminal unit is receiving information which shows change of the provider 
concerned from the user terminal concerned, when said user terminal's changes a provider who 
considers it as a connection object. The provider switchable correspondence procedure according 
to claim 1 characterized by what is changed into a VLAN tag including information 
corresponding to an IP address of a provider after the change concerned for said VLAN tag given 
to said transmit information. 

[Claim 3]The provider switchable correspondence procedure according to claim 1 or 2 
characterized by what said terminal unit restricts a provider who can connect said user terminal 
for by operation based on information transmitted by management host who makes operation 
system of said backbone network. 

[Claim 4]The provider switchable correspondence procedure according to claim 1, 2, or 3 
characterized by what said terminal unit performs for filtering processing which eliminates either 
communication between said user terminals, and unlawful access using a MAC Address about a 
sending signal transmitted from said user terminal. 

[Claim 5]The provider switchable correspondence procedure according to claim 1, 2, 3, or 4 
characterized by what is done for the remote management of said terminal unit via the backbone 
network concerned by management host who makes operation system of said backbone network. 
[Claim 6]When an attribute about communication of a provider who becomes a connection 
object of said user terminal is changed, said management host. An attribute about 
communication of a provider after the change concerned is acquired via the backbone network 
concerned. Based on an attribute about communication of a provider after the change concerned, 
so that the contents of said VLAN tag, the contents of the provider who can connect said user 
terminal, or the contents of filtering processing using said MAC Address may be changed. The 
provider switchable correspondence procedure according to claim 3, 4, or 5 characterized by 
what an attribute about communication of a provider after the change concerned is transmitted 
for to said terminal unit via the backbone network concerned. 



[Claim 7] VLAN tag grant processing in which an IP address of the user terminal concerned 
which said terminal unit gives a VLAN tag and is contained in the transmit information 
concerned characterized by comprising the following is changed into an IP address assigned by 
the provider concerned, Delivery processing which delivers the transmit information concerned 
via said backbone network using said VLAN tag given to said transmit information by the 
VLAN tag grant processing concerned, A provider switchable correspondence procedure 
characterized by what a VLAN tag which delivers transmit information which removes said 
VLAN tag from said transmit information delivered by the delivery processing concerned, and 
by which the VLAN tag concerned was removed to a provider who considers it as said 
connection object outside carries out, a consistent course carries out processing one by one, and 
it is carried out for. 

A provider selection process which chooses a provider who considers it as a connection object 
using a WWW browser in a user terminal from two or more providers who a user has made a 
contract of 

Operation communications processing with which a terminal unit equipped for connecting said 
user terminal to a backbone network which comprised a virtual local area network communicates 
[ a management host and if needed ] of making operation system of the backbone network 
concerned. 

Provider information acquisition processing in which said terminal unit acquires information 
about a provider in whom said user is doing the connection contract from the management host 
concerned via said backbone network in the case of the operation communications processing 
concerned. 

Information corresponding to a provider's IP address made into transmit information transmitted 
by communication start processing in which said user terminal starts communication towards a 
provider who considers it as said connection object, and the communication start processing 
concerned from said user terminal with said connection object. 

* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
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2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention about the provider switchable correspondence procedure 
used by communication with the user of the provider who undertakes the communication 
interface enterprise in the Internet etc., and its provider, and its device. When a user is going to 
connect with two or more providers via the backbone network which makes a virtual local area 
network (VLAN) especially. It is related with the provider switchable correspondence procedure 



which makes it possible to switch to connection with other providers easily from connection with 

a certain provider by a user's hope, and its device. 

[0002] 

[Description of the Prior ArtJWhen communicating between a provider and a user 
conventionally, carrying out a dialup connection using a telephone line, or connecting using a 
dedicated line has been performed. Here, in order for a user to switch the provider who becomes 
a connection destination, only the number of providers which changes the telephone line 
(telephone number) used for a dialup connection, or is made into a connection destination needed 
to provide a dedicated line. 

[0003] On the other hand in the former, without being caught by network physical arrangement. 
The virtual local area network (Virtual Local Area Network; VLAN) which is a local area 
network which carried out grouping of the specific terminal group logically, and built it is 
invented. 
[0004] 

[Problem(s) to be Solved by the Invention]However, via the backbone network (trunk-line data 
service network) built using LAN art like a virtual local area network. In order to make it 
possible to provide communications service between a provider and a user, and to switch a 
provider to other providers according to a user's request, there is a problem which is described 
below. 

[0005] According to the contract state of each user and a provider, only the provider with whom 
the user has made a contract of each user is can be communicated, and it is necessary [ it ] for the 
1st to be able to set up communication environment so that the provider who has not contracted 
may not be in a communication possible state. Since an IP address is assigned [ 2nd ] to a user by 
each provider, respectively, it is necessary to change the IP address of the user terminal which is 
the communication equipment which a user operates at every change of a provider. It is 
necessary to prevent communications other than the communication which a user performs [ 3rd 
] toward a provider, i.e., users' communication. It is necessary 4th to manage change of a 
provider's communication environment, such as information gathering about communicating 
states, such as traffic of a communications network, and a user's utilization time, or change of a 
provider's MAC Address, etc. 

[0006]In here, the main purposes that this invention should be solved are as follows. That is, the 
1st purpose of this invention uses as an offer plug the provider switchable correspondence 
procedure which makes it possible to switch to connection with other providers easily and 
dynamically from connection with a certain provider by a user's hope, and its device. 
[0007]The 2nd purpose of this invention uses as an offer plug a provider [ who makes it possible 
to switch dynamically the provider who considers it as a connection destination ] switchable [ a 
user ]-under management of operation system of backbone network correspondence procedure, 
and its device. 

[0008]As for the 3rd purpose of this invention, it is possible for a user to switch dynamically the 
provider who considers it as a connection destination, and it uses as an offer plug the provider 
switchable correspondence procedure which makes it possible to prevent the communication 
which users perform, and its device. 

[0009] As for the 4th purpose of this invention, it is possible for a user to switch dynamically the 
provider who considers it as a connection destination, and with and the operation system of a 
backbone network. Let the provider switchable correspondence procedure which makes possible 
remote management of the communication function according to change of communication 



environment, such as change of a provider's MAC Address, and its device be offer plugs. 
[OOlOJOther purposes of this invention will become naturally clear from a specification, a 
drawing, and the statement of each claim especially in a claim. 
[0011] 

[Means for Solving the Problem] In a case where this invention method communicates between a 
provider and a user terminal via a backbone network which comprised a virtual local area 
network in solution of an aforementioned problem, A VLAN tag which includes information 
corresponding to an IP address of the provider concerned in transmit information transmitted 
towards the provider concerned from the user terminal concerned is given, and it has the feature 
which devises the composition technique which delivers the transmit information concerned in 
the backbone network concerned using the VLAN tag concerned. 

[0012]this invention device is a device which connects a user terminal to a virtual local area 
network in solution of an aforementioned problem. It has the feature which provides a 
constituent means provided with a terminal unit which is a device which gives a VLAN tag 
which includes information corresponding to an IP address of the provider concerned in transmit 
information transmitted towards a provider from said user terminal. 

[0013]If it states to a concrete detail, when this invention adopts a new characteristic constituent 
means or a technique ranging from a generic concept to a subordinate concept enumerated next, 
by solution of the technical problem concerned, it will be accomplished so that the above- 
mentioned purpose may be attained. 

[0014]Namely, in a case where the 1st feature of this invention method communicates between a 
provider and a user terminal via a backbone network which comprised a virtual local area 
network. With a terminal unit equipped for connecting said user terminal to said backbone 
network. To transmit information transmitted towards the provider concerned from the user 
terminal concerned. A VLAN tag including information corresponding to an IP address of the 
provider concerned is given, and it is in composition adoption of a provider switchable 
correspondence procedure which delivers the transmit information concerned via said backbone 
network using the VLAN tag concerned. 

[0015]The 2nd feature of this invention method is that said terminal unit in the 1st feature of an 
above-mentioned this invention method receives information which shows change of the 
provider concerned from the user terminal concerned when said user terminal changes a provider 
who considers it as a connection object. It is in composition adoption of a provider switchable 
correspondence procedure changed into a VLAN tag including information corresponding to an 
IP address of a provider after the change concerned for said VLAN tag given to said transmit 
information. 

[0016]Said terminal unit in the 1st or 2nd feature of an above-mentioned this invention method 
the 3rd feature of this invention method by operation based on information transmitted by 
management host who makes operation system of said backbone network. It is in composition 
adoption of a provider switchable correspondence procedure which restricts a provider who can 
connect said user terminal. 

[0017]In the 1st, 2nd, or 3rd feature of an above-mentioned this invention method the 4th feature 
of this invention method. Said terminal unit is in composition adoption of a provider switchable 
correspondence procedure which performs filtering processing which eliminates either 
communication between said user terminals, and unlawful access using a MAC Address about a 
sending signal transmitted from said user terminal. 

[0018]Said terminal unit in the 1st, 2nd, 3rd, or 4th feature of an above-mentioned this invention 



method the 5th feature of this invention method by a management host who makes operation 
system of said backbone network. It is in composition adoption of a provider switchable 
correspondence procedure which comes to carry out remote management via the backbone 
network concerned. 

[0019]In the 3rd, 4th, or 5th feature of an above-mentioned this invention method the 6th feature 
of this invention method. When an attribute about communication of a provider from whom said 
management host becomes a connection object of said user terminal is changed. An attribute 
about communication of a provider after the change concerned is acquired via the backbone 
network concerned. Based on an attribute about communication of a provider after the change 
concerned, so that the contents of said VLAN tag, the contents of the provider who can connect 
said user terminal, or the contents of filtering processing using said MAC Address may be 
changed. It is in composition adoption of a provider switchable correspondence procedure which 
transmits an attribute about communication of a provider after the change concerned to said 
terminal unit via the backbone network concerned. 

[0020] A provider selection process which chooses a provider who considers it as a connection 
object using a WWW browser in a user terminal from two or more providers with whom a user 
has made a contract of the 7th feature of this invention method, A terminal unit equipped for 
connecting said user terminal to a backbone network which comprised a virtual local area 
network. Operation communications processing which communicates [ a management host and if 
needed ] of making operation system of the backbone network concerned. Provider information 
acquisition processing in which said terminal unit acquires information about a provider in 
whom said user is doing the connection contract from the management host concerned via said 
backbone network in the case of the operation communications processing concerned. 
Communication start processing which starts communication towards a provider whom said user 
terminal makes said connection object. To transmit information transmitted by the 
communication start processing concerned from said user terminal. VLAN tag grant processing 
in which an IP address of the user terminal concerned which said terminal unit gives a VLAN tag 
including information corresponding to a provider's IP address made into said connection object, 
and is contained in the transmit information concerned is changed into an IP address assigned by 
the provider concerned. Delivery processing which delivers the transmit information concerned 
via said backbone network using said VLAN tag given to said transmit information by the 
VLAN tag grant processing concerned. It is in composition adoption of a provider switchable 
correspondence procedure enforced by a VLAN tag's which delivers transmit information's 
which removes said VLAN tag's from said transmit information delivered by the delivery 
processing concerned, and by which the VLAN tag concerned was removed to a provider who 
considers it as said connection object outside's carrying out, and a consistent course carrying out 
processing one by one. 

[0021] When changing a provider whom said user terminal makes a connection object in the 7th 
feature of an above-mentioned this invention method, the 8th feature of this invention method. 
When said user terminal changes a provider who considers it as a connection object, said 
provider selection process. Have the processing which chooses a provider who considers it as a 
connection object after change using a WWW browser in a user terminal, and said 
communication start processing. Without said user terminal changing an IP address of the user 
terminal concerned. Have the processing for which the user terminal concerned starts 
communication towards a provider who considers it as a connection object after said change, and 
said VLAN tag grant processing. To transmit information transmitted by the communication start 



processing concerned from said user terminal. Said terminal unit gives a VLAN tag including 
inft)rmation corresponding to a provider's IP address made into a connection object after said 
change, Have the processing changed into an IP address assigned by provider who makes an IP 
address of the user terminal concerned contained in the transmit information concerned a 
connection object after the change concerned, and said delivery processing. By the VLAN tag 
grant processing concerned, have the processing which delivers the transmit information 
concerned via said backbone network using said VLAN tag given to said transmit information, 
and said VLAN tag outside carries out, and processing. It is in composition adoption of a 
provider switchable correspondence procedure which has the processing which delivers transmit 
information which removes said VLAN tag from said transmit information delivered by the 
delivery processing concerned, and by which the VLAN tag concerned was removed to a 
provider who considers it as a connection object after said change. 

[0022]Said VLAN tag grant processing in the 7th or 8th feature of an above-mentioned this 
invention method the 9th feature of this invention method. It is attached to a sending signal 
transmitted by said communication start processing from said user terminal. Have the processing 
for which said terminal unit carries out filtering processing using a MAC Address, and the 
filtering processing concerned. When a MAC Address which the sending signal concerned has is 
not a provider-oriented MAC Address made into said connection object, it is in composition 
adoption of a provider switchable correspondence procedure which cancels the sending signal 
concerned. 

[0023] When said provider's MAC Address is changed, said operation communications 
processing in the 7th, 8th, or 9th feature of an above-mentioned this invention method the 10th 
feature of this invention method. Processing said management host recognizes the change 
concerned to be via said backbone network. Processing by which said management host 
concerned transmits information about the change concerned to said terminal unit via said 
backbone network. Based on transmitted information about the change concerned, the terminal 
unit concerned is in composition adoption of a provider switchable correspondence procedure 
which has the processing which changes a MAC Address recognized about the provider 
concerned into a MAC Address to which it has been transmitted. 

[0024]The 1st feature of this invention device is attached to a user terminal which communicates 
with a provider via a backbone network which comprised a virtual local area network. Have a 
terminal unit linked to the backbone network concerned, and the terminal unit concerned. It is in 
composition adoption of a provider switchable communication apparatus provided with a grant 
function of a VLAN tag which includes information corresponding to an IP address of the 
provider concerned in transmit information transmitted towards said provider from said user 
terminal. 

[0025]Said user terminal in the 1st feature of the above-mentioned this invention device the 2nd 
feature of this invention device. When the user terminal concerned changes a provider who 
considers it as a connection object, consist a provider who considers it as a connection object 
after change of what is chosen using a WWW browser, and said terminal unit. When said user 
terminal chooses a provider who considers it as a connection object after said change using a 
WWW browser. It is in composition adoption of a provider switchable communication apparatus 
provided with a grant function of a VLAN tag which includes information corresponding to a 
provider's IP address made into a connection object after the change concerned in transmit 
information transmitted from the user terminal concerned. 

[0026]In the 1st or 2nd feature of the above-mentioned this invention device, operation system of 



said backbone network has the 3rd feature of this invention device, and a management host said 
terminal unit, Communicate said management host and if needed and said user terminal acquires 
information about a provider who is doing the connection contract from the management host 
concerned. It is in composition adoption of a provider switchable communication apparatus 
provided with a function to restrict a provider whose communication is attained for the user 
terminal concerned, based on the acquired information concerned. 

[0027]Said terminal unit in the 1st, 2nd, or 3rd feature of the above-mentioned this invention 
device the 4th feature of this invention device. It is in composition adoption of a provider 
switchable communication apparatus provided with a function to perform filtering processing 
which cancels said sending signal about either communication between the user terminals 
concerned, and unlawful access using a MAC Address, about a sending signal transmitted from 
said user terminal. 

[0028]Said management host in the 1st, 2nd, 3rd, or 4th feature of the above-mentioned this 
invention device the 5th feature of this invention device. Carry out remote management of said 
terminal unit via said backbone network, and it recognizes that a MAC Address was changed in 
said provider via said backbone network. Have a function which transmits information 
containing the changed MAC Address concerned to said terminal unit, and said terminal unit. 
Based on information transmitted by the management host concerned, the terminal unit 
concerned is in composition adoption of a provider switchable communication apparatus 
provided with a function which updates a MAC Address recognized per provider concerned until 
now to said changed MAC Address. 
[0029] 

[Embodiment of the Invention] Hereafter, an embodiment of the invention is described per the 
example of a device, and example of a method, referring to an accompanying drawing. 
[0030] Via the backbone network by which this invention was constituted from a virtual local 
area network. Because the terminal unit which connects a user terminal to a virtual local area 
network gives a VLAN tag to the transmit information transmitted towards the provider from 
said user terminal when communicating between a provider and a user terminal. Although a 
provider's change made into a connection destination is enabled, in this example of an 
embodiment, it is not limited to ****** etc. which explain Gigabit Ethernet (Gigabit Ethernet) as 
an example of representation chiefly as a backbone network. 

[0031] (Ex ample of a device) Drawin g 1 is a conceptual mimetic diagram showing the example 
of a device of this invention. The Gigabit Ethernet which is the backbone network by which ten 
were constituted from a virtual local area network among the figure, A terminal unit which 1 1 is 
a user terminal, and 12 is the principal part of this invention, and is a device for connecting the 
user terminal 1 1 to Gigabit Ethernet 10, The management host in whom 13 makes the operation 
system of Gigabit Ethernet 10, the 1st provider from whom 14 becomes a connection destination 
of the user terminal 11, and 15 are the 2nd provider who becomes a connection destination of the 
user terminal 1 1 . 

[0032]Gigabit Ethernet 10 is a fiber-optic network with the access speed of 1 [Gbit/S], and is 
making LAN of the bus network which performs data communications between predetermined 
terminals. Gigabit Ethernet 10 is constituted as a virtual local area network (Virtual Local Area 
Network; VLAN) which carried out grouping of the specific terminal group logically, and built it. 
The backbone network (trunk-line data service network) is made. 

[0033]The user terminal 1 1 communicates with the 1st provider or the 2nd provider via Gigabit 
Ethernet 10. For example, let a personal computer, a word processor, a portable telephone, PHS, 



a host computer, etc. be the user terminals 1 1 . The user terminal 1 1 is in the usable state about 
the WWW browser (World Wide Web browser) which is Internet browser software. 
[0034]The terminal unit 12 connects the user terminal 1 1 to Gigabit Ethernet 10, and mediates 
communication with the user terminal 1 1, the 1st provider 14, or the 2nd provider 15. Here, as 
the terminal unit 12, a smart Ethernet bridge (Smart Ethernet Bridge;SEB) is used. 
[0035]The terminal unit 12 gives the VLAN tag which includes the inftjrmation corresponding to 
the IP address of the provider concerned in the transmit information transmitted towards the 1st 
provider 14 or the 2nd provider 15 from the user terminal 1 1 . Here, when the provider whom the 
user terminal 1 1 makes a connection object is changed using a WWW browser, the terminal unit 
12 gives the VLAN tag which includes the information corresponding to the provider's IP 
address made into the connection object after change in the transmit information transmitted 
from the user terminal 1 1 . 

[0036]The terminal unit 12 carries out filtering processing using a MAC Address about the 
sending signal transmitted from said user terminal. A MAC (Media Access Control) address is 
an address used for access to LAN from each node (each user terminal). 

[0037]By this filtering processing, it is the sending signal transmitted from the user terminal 11, 
and the unjust communication of those other than the thing to the 1st provider 14 or the 2nd 
provider 15, for example, the communication between user terminals, is prevented. 
[0038]Remote management of the terminal unit 12 is carried out to the management host 13 via 
Gigabit Ethernet 10. And when the management host 13 has recognized that the MAC Address 
of the 1st provider 14 or the 2nd provider 15 was changed. Based on the information transmitted 
by the management host 13, the MAC Address which the terminal unit 12 recognized per 
provider concerned until now is rerecognized to the changed MAC Address. Thereby, in the 
above-mentioned filtering processing, the communication to the provider by whom the MAC 
Address was changed from the user terminal 1 1 is permitted automatically. 
[0039]The terminal unit 12 acquires the information about the provider as for whom the user 
terminal 1 1 is doing the connection contract from the management host 13 via Gigabit Ethernet 
10. And based on the acquired information, the provider whose communication is attained for the 
user terminal 1 1 is restricted. 

[0040]The terminal unit 12 is connected to Gigabit Ethernet 10 via an optical network 
terminating set (Optical Network Unit;ONU) and a passive light device (Passive Optical 
Unit;POU). An optical network terminating set and a passive light device are devices for 
connecting the user terminal 1 1 to Gigabit Ethernet 10 which is a fiber-optic network. 
[0041]The management host 13 makes the operation system (Operation system; OPS) of Gigabit 
Ethernet 10 which is the backbone network which comprised a virtual local area network. And 
Gigabit Ethernet 10 is maintained to a good communicating state, and in order to manage 
efficiently, the state of Gigabit Ethernet 10 is always supervised. 
[0042] When the management host 13 detects change etc. of the MAC Address of the 1st 
provider 14 or the 2nd provider 15 connected to Gigabit Ethernet 10, The detected information is 
transmitted to the terminal unit 12 etc., and the increase in efficiency of the communication in 
Gigabit Ethernet 10 is attained. 

[0043]The 1st provider 14 and the 2nd provider 15 undertake the communication interface 
enterprise in the Internet etc. The 1st provider 14 and the 2nd provider 15 are doing the user and 
connection contract of its user terminal 1 1 of its. Therefore, the user terminal 1 1 performs 
communication which used the Internet etc. via either the 1st provider 14 or the 2nd provider 15. 
[0044] (Example of a method) With reference to drawings, it explains per example of a method of 



this embodiment applied to said example of a device. Drawing 1 also shows the outline of the 
example of a method of this invention. The outline of this example of a method is explained 
using this figure. 

[0045]This example of a method explains as an example the case where the user terminal 1 
communicates with the 1st provider 14 or the 2nd provider 15. Here, VLAN tag 4 is assigned to 
the 1st provider 14, and VLAN tag 7 is assigned to the 2nd provider 15. 
[0046]First, the user terminal 1 1 acquires a private IP address automatically with the DHCP 
server which the terminal unit 12 has because the user terminal 1 connects with the terminal unit 
12. Here, a DHCP (Dynamic Host Configuration Protocol) server assigns an IP address 
dynamically and automatically to each node. 

[0047] And a user operates the user terminal 1 1 and the provider selection process which chooses 
the provider (for example, the 1st provider 14) who considers it as a connection object from two 
or more providers who the user has made a contract of is performed using a WWW browser 
(STl). 

[0048]In the case of a provider selection process (STl), the terminal unit 12 acquires a global IP 
address from Gigabit Ethernet 10 with the DHCP server which the management host 13 has. 
Using this IP address, using IPsec which is encryption communication, the terminal unit 12 and 
the management host 13 communicate if needed, and perform operation communications 
processing for user authentication, privacy protection, etc. (ST2). IPsec carries out 
communication if needed using Internet Protocol. 

[0049]Provider information acquisition processing which provides the terminal unit 12 with the 
information about the provider who the management host 13 identifies the user terminal 11, and 
is doing the connection contract with the user terminal 1 1 in the case of operation 
communications processing (ST2), etc. is performed (ST3). The provider who is doing the 
connection contract with the user terminal 1 1 is a provider who becomes connectable with the 
user terminal 1 1 . 

[0050]Then, the user terminal 1 1 performs communication start processing which starts 
communication towards the 1st provider 14 (ST4). 

[0051]The terminal unit 12 attaches VLAN tag 4 which includes the information corresponding 
to the 1st provider's 14 IP address in the transmit information (packet) transmitted by 
communication start processing (ST4) from the user terminal 1 1 . The terminal unit 12 performs 
VLAN tag grant processing automatically changed into the IP address assigned by the 1st 
provider 14 with the NAT function which the terminal unit 12 has in the IP address of the user 
terminal 1 1 contained in the transmit information transmitted from the user terminal 1 1 (ST5). 
[0052]In this VLAN tag grant processing (ST5), the terminal unit 12 also performs filtering 
processing which passes only a thing with the MAC Address turned 1st provider 14 among the 
transmit information transmitted from the user terminal 1 1 . 

[0053]Then, delivery processing which delivers the Gigabit Ethernet 10 top for the transmit 
information to which VLAN tag 4 was given by VLAN tag grant processing (ST5) with the 
VLAN tag 4 is performed (ST6). 

[0054]Then, VLAN tag 4 is removed from the transmit information delivered by delivery 
processing (ST6), and it processes by the VLAN tag which delivers the transmit information to 
the 1st provider 14 outside carrying out (ST7). 

[0055]By processing of these STl to ST6, the user terminal 1 1 performs transmission using the 
1st provider 14. Communication towards the user terminal 1 1 as well as processing of STl to 
ST6 is performed from the 1st provider 14. 



[0056] Drawmg 2 is a conceptual mimetic diagram showing the provider change method in this 
example of a method. A user explains using this figure per [ which switches the provider who 
considers it as a connection object to the 2nd provider 15 from the 1st provider 14 ] method. 
[0057]First, a user operates the user terminal 1 1 and changes into the 2nd provider 15 the 
provider who considers it as a connection object from the 1st provider 14 using a WWW browser 
(ST21). This may be perftjrmed in the above-mentioned provider selection process (STl). 
[0058]Then, the user terminal 1 1 starts communication towards the 2nd provider 15, without 
changing an own IP address (ST22). This corresponds to the above-mentioned communication 
start processing (ST4). 

[0059]The terminal unit 12 attaches VLAN tag 7 which includes the information corresponding 
to the 2nd provider's 15 IP address in the transmit information (packet) transmitted from the user 
terminal 1 1 by ST21. The terminal unit 12 is automatically changed into the IP address assigned 
by the 2nd provider 15 with the NAT function which the terminal unit 12 has in the IP address of 
the user terminal 1 1 contained in the transmit information transmitted from the user terminal 1 1 
(ST23). This corresponds to the above-mentioned VLAN tag grant processing (ST5). 
[0060]In this ST23, the terminal unit 12 also performs filtering processing which passes only a 
thing with the MAC Address turned 2nd provider 15 among the transmit information transmitted 
from the user terminal 1 1 . 

[0061]Then, the Gigabit Ethernet 10 top is delivered for the transmit information to which 
VLAN tag 7 was given by ST23 with the VLAN tag 7 (ST24). This corresponds to the above- 
mentioned delivery processing (ST6). 

[0062]Then, VLAN tag 7 is removed from the transmit information delivered by ST24, and the 
transmit information is delivered to the 2nd provider 15 (ST25). The above-mentioned VLAN 
tag outside carries out this, and it corresponds to processing (ST7). 

[0063]The connection object of the user terminal 1 1 is switched to the 2nd provider 15 from the 
1st provider 14 by processing of these ST21 to ST25, and the user terminal 1 1 performs 
transmission using the 1st provider 14. Communication towards the user terminal 1 1 as well as 
processing of ST21 to ST25 is performed from the 2nd provider 15. 

[0064]The user terminal 1 1 becomes possible [ switching to connection with other providers 
easily and dynamically from connection with a certain provider by a user's hope ] with the 
terminal unit 12, and these enable it to lighten a user's labor. 

[0065]Drawing.3..is a conceptual mimetic diagram showing the prevention method of the inter- 
user communication in this example of a method. It explains per [ which prevents the inter-user 
communication which is carrying out direct communication using this figure, without the user 
terminal 1 1 and the user terminal 3 1 passing a provider ] method. 

[0066]For example, the user terminal 1 1 tries (ST3 1) to communicate towards the user terminal 
3 1 . Then, since the transmit information transmitted from the user terminal 1 1 does not have the 
1st provider 14 or a MAC Address turned 2nd provider 15, the terminal unit 12 cancels the 
transmit information by filtering processing (ST32). This corresponds to the filtering processing 
in the above-mentioned VLAN tag grant processing (ST5). 

[0067]By these, the terminal unit 12 prevents carrying out direct communication, without the 
user terminal 1 1 and the user terminal 3 1 passing a provider. 

[0068]Drawing.4.is a conceptual mimetic diagram showing the remote management method in 
this example of a method. Using this figure, lessons is taken from how remote management of 
the terminal unit 12 by the management host 13 is performed, and it explains. 
[0069]For example, suppose that the 2nd provider's 15 MAC Address was changed by exchange 



of a router etc. (ST41). Then, the management host 13 recognizes that the 2nd provider's 15 
MAC Address was changed via Gigabit Ethernet 10. And the management host 13 notifies the 
information about change of the 2nd provider's 15 MAC Address to all the terminal units 12 
using the 2nd provider 15 (ST42). 

[0070]Here, the terminal unit 12 and the management host 13 communicate if needed using 
IPsec which is encryption communication for user authentication, privacy protection, etc. 
(ST43). This corresponds to the above-mentioned operation communications processing (ST2). 
And the terminal unit 12 updates the 2nd provider's 15 MAC Address based on the information 
notified by the management host 13 (ST44). 

[0071]The terminal unit 12 becomes possible [ updating automatically to the new MAC Address 
], and these enable it to lighten a user's labor, when remote management is done by the 
management host 13 and a provider's MAC Address is changed. 

[0072]As mentioned above, although the typical example of a device and the example of a 
method of this invention were explained, this invention is not limited to the not necessarily 
above-mentioned matter, in the range which attains the purpose of this invention and does so the 
effect which carries out the following ~ suitably ~ change ~ it is feasible. For example, in the 
remote management method, the management host 13 measures and manages a user's traffic 
information and utilization time, and it is good for these information also as notifying to the 
terminal unit 12. 
[0073] 

[Effect of the InventionJIn the case where it communicates between a provider and a user 
terminal via the backbone network which comprised a virtual local area network according to 
this invention as explained above, A terminal unit gives the VLAN tag which includes the 
information corresponding to the provider's IP address in the transmit information transmitted 
towards the provider from the user terminal. Since the transmit information concerned is 
delivered in the backbone network concerned using the VLAN tag, A terminal unit becomes 
possible [ communicating with a management host and changing a VLAN tag automatically ], 
and it becomes possible to switch to connection with other providers easily and dynamically 
from connection with a certain provider by a user's hope. 

[0074]When a terminal unit carries out filtering processing using a MAC Address, it becomes 
possible to prevent communication between the user terminals which are unjust access. 
[0075] When a terminal unit communicates [ the management host and if needed ] of making the 
operation system of a backbone network, it becomes possible to carry out remote management of 
the communication function according to change of communication environment, such as change 
of a provider's MAC Address. 

[0076]Therefore, this invention serves as very useful art, when a communication enterprise etc. 
build a broadband network with virtual local area network art by Gigabit Ethernet etc. and will 
provide the communications service between a provider and a user from now on. 
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TECHNICAL FIELD 



[Field of the Invention] This invention about the provider switchable correspondence procedure 
used by communication with the user of the provider who undertakes the communication 
interface enterprise in the Internet etc., and its provider, and its device. When a user is going to 
connect with two or more providers via the backbone network which makes a virtual local area 
network (VLAN) especially. It is related with the provider switchable correspondence procedure 
which makes it possible to switch to connection with other providers easily from connection with 
a certain provider by a user's hope, and its device. 



[Translation done.] 
* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



PRIOR ART 



[Description of the Prior Art]When communicating between a provider and a user 
conventionally, carrying out a dialup connection using a telephone line, or connecting using a 
dedicated line has been performed. Here, in order for a user to switch the provider who becomes 
a connection destination, only the number of providers which changes the telephone line 
(telephone number) used for a dialup connection, or is made into a connection destination needed 
to provide a dedicated line. 

[0003] On the other hand in the former, without being caught by network physical arrangement. 
The virtual local area network (Virtual Local Area Network; VLAN) which is a local area 
network which carried out grouping of the specific terminal group logically, and built it is 
invented. 
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EFFECT OF THE INVENTION 



[Effect of the InventionJIn the case where it communicates between a provider and a user 
terminal in this invention via the backbone network which comprised a virtual local area network 
as explained above, A terminal unit gives the VLAN tag which includes the information 
corresponding to the provider's IP address in the transmit information transmitted towards the 
provider from the user terminal, and the transmit information concerned is delivered in the 
backbone network concerned using the VLAN tag. 

Therefore, a terminal unit becomes possible [ communicating with a management host and 
changing a VLAN tag automatically ], and it becomes possible to switch to connection with 
other providers easily and dynamically from connection with a certain provider by a user's hope. 

[0074]When a terminal unit carries out filtering processing using a MAC Address, it becomes 
possible to prevent communication between the user terminals which are unjust access. 
[0075] When a terminal unit communicates [ the management host and if needed ] of making the 
operation system of a backbone network, it becomes possible to carry out remote management of 
the communication function according to change of communication environment, such as change 
of a provider's MAC Address. 

[0076]Therefore, this invention serves as very useful art, when a communication enterprise etc. 
build a broadband network with virtual local area network art by Gigabit Ethernet etc. and will 
provide the communications service between a provider and a user from now on. 



[Translation done.] 
* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



TECHNICAL PROBLEM 



[Problem(s) to be Solved by the InventionJHowever, via the backbone network (trunk-line data 
service network) built using LAN art like a virtual local area network, In order to make it 
possible to provide communications service between a provider and a user, and to switch a 
provider to other providers according to a user's request, there is a problem which is described 
below. 

[0005] According to the contract state of each user and a provider, only the provider with whom 
the user has made a contract of each user is can be communicated, and it is necessary [ it ] for the 
1st to be able to set up communication environment so that the provider who has not contracted 
may not be in a communication possible state. Since an IP address is assigned [ 2nd ] to a user by 
each provider, respectively, it is necessary to change the IP address of the user terminal which is 
the communication equipment which a user operates at every change of a provider. It is 
necessary to prevent communications other than the communication which a user performs [ 3rd 
] toward a provider, i.e., users' communication. It is necessary 4th to manage change of a 
provider's communication environment, such as information gathering about communicating 
states, such as traffic of a communications network, and a user's utilization time, or change of a 
provider's MAC Address, etc. 

[0006]In here, the main purposes that this invention should be solved are as follows. That is, the 
1st purpose of this invention uses as an offer plug the provider switchable correspondence 
procedure which makes it possible to switch to connection with other providers easily and 
dynamically from connection with a certain provider by a user's hope, and its device. 
[0007]The 2nd purpose of this invention uses as an offer plug a provider [ who makes it possible 
to switch dynamically the provider who considers it as a connection destination ] switchable [ a 
user ] -under management of operation system of backbone network correspondence procedure, 
and its device. 

[0008]As for the 3rd purpose of this invention, it is possible for a user to switch dynamically the 
provider who considers it as a connection destination, and it uses as an offer plug the provider 
switchable correspondence procedure which makes it possible to prevent the communication 
which users perform, and its device. 

[0009] As for the 4th purpose of this invention, it is possible for a user to switch dynamically the 
provider who considers it as a connection destination, and with and the operation system of a 
backbone network. Let the provider switchable correspondence procedure which makes possible 
remote management of the communication function according to change of communication 
environment, such as change of a provider's MAC Address, and its device be offer plugs. 
[0010]Other purposes of this invention will become naturally clear from a specification, a 
drawing, and the statement of each claim especially in a claim. 
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MEANS 



[Means for Solving the Problem] In a case where this invention method communicates between a 
provider and a user terminal via a backbone network which comprised a virtual local area 
network in solution of an aforementioned problem, A VLAN tag which includes information 
corresponding to an IP address of the provider concerned in transmit information transmitted 
towards the provider concerned from the user terminal concerned is given, and it has the feature 
which devises the composition technique which delivers the transmit information concerned in 
the backbone network concerned using the VLAN tag concerned. 

[0012]this invention device is a device which connects a user terminal to a virtual local area 
network in solution of an aforementioned problem. It has the feature which provides a 
constituent means provided with a terminal unit which is a device which gives a VLAN tag 
which includes information corresponding to an IP address of the provider concerned in transmit 
information transmitted towards a provider from said user terminal. 

[0013]If it states to a concrete detail, when this invention adopts a new characteristic constituent 
means or a technique ranging from a generic concept to a subordinate concept enumerated next, 
by solution of the technical problem concerned, it will be accomplished so that the above- 
mentioned purpose may be attained. 

[0014]Namely, in a case where the 1st feature of this invention method communicates between a 
provider and a user terminal via a backbone network which comprised a virtual local area 
network. With a terminal unit equipped for connecting said user terminal to said backbone 
network. To transmit information transmitted towards the provider concerned from the user 
terminal concerned. A VLAN tag including information corresponding to an IP address of the 
provider concerned is given, and it is in composition adoption of a provider switchable 
correspondence procedure which delivers the transmit information concerned via said backbone 
network using the VLAN tag concerned. 

[0015]The 2nd feature of this invention method is that said terminal unit in the 1st feature of an 
above-mentioned this invention method receives information which shows change of the 
provider concerned from the user terminal concerned when said user terminal changes a provider 
who considers it as a connection object. It is in composition adoption of a provider switchable 
correspondence procedure changed into a VLAN tag including information corresponding to an 
IP address of a provider after the change concerned for said VLAN tag given to said transmit 
information. 

[0016]Said terminal unit in the 1st or 2nd feature of an above-mentioned this invention method 
the 3rd feature of this invention method by operation based on information transmitted by 
management host who makes operation system of said backbone network. It is in composition 
adoption of a provider switchable correspondence procedure which restricts a provider who can 
connect said user terminal. 

[0017]In the 1st, 2nd, or 3rd feature of an above-mentioned this invention method the 4th feature 
of this invention method. Said terminal unit is in composition adoption of a provider switchable 



correspondence procedure which performs fihering processing which eliminates either 
communication between said user terminals, and unlawful access using a MAC Address about a 
sending signal transmitted from said user terminal. 

[0018]Said terminal unit in the 1st, 2nd, 3rd, or 4th feature of an above-mentioned this invention 
method the 5th feature of this invention method by a management host who makes operation 
system of said backbone network. It is in composition adoption of a provider switchable 
correspondence procedure which comes to carry out remote management via the backbone 
network concerned. 

[0019]In the 3rd, 4th, or 5th feature of an above-mentioned this invention method the 6th feature 
of this invention method. When an attribute about communication of a provider from whom said 
management host becomes a connection object of said user terminal is changed. An attribute 
about communication of a provider after the change concerned is acquired via the backbone 
network concerned. Based on an attribute about communication of a provider after the change 
concerned, so that the contents of said VLAN tag, the contents of the provider who can connect 
said user terminal, or the contents of filtering processing using said MAC Address may be 
changed. It is in composition adoption of a provider switchable correspondence procedure which 
transmits an attribute about communication of a provider after the change concerned to said 
terminal unit via the backbone network concerned. 

[0020] A provider selection process which chooses a provider who considers it as a connection 
object using a WWW browser in a user terminal from two or more providers with whom a user 
has made a contract of the 7th feature of this invention method, A terminal unit equipped for 
connecting said user terminal to a backbone network which comprised a virtual local area 
network. Operation communications processing which communicates [ a management host and if 
needed ] of making operation system of the backbone network concerned. Provider information 
acquisition processing in which said terminal unit acquires information about a provider in 
whom said user is doing the connection contract from the management host concerned via said 
backbone network in the case of the operation communications processing concerned. 
Communication start processing which starts communication towards a provider whom said user 
terminal makes said connection object. To transmit information transmitted by the 
communication start processing concerned from said user terminal. VLAN tag grant processing 
in which an IP address of the user terminal concerned which said terminal unit gives a VLAN tag 
including information corresponding to a provider's IP address made into said connection object, 
and is contained in the transmit information concerned is changed into an IP address assigned by 
the provider concerned. Delivery processing which delivers the transmit information concerned 
via said backbone network using said VLAN tag given to said transmit information by the 
VLAN tag grant processing concerned. It is in composition adoption of a provider switchable 
correspondence procedure enforced by a VLAN tag's which delivers transmit information's 
which removes said VLAN tag's from said transmit information delivered by the delivery 
processing concerned, and by which the VLAN tag concerned was removed to a provider who 
considers it as said connection object outside's carrying out, and a consistent course carrying out 
processing one by one. 

[0021] When changing a provider whom said user terminal makes a connection object in the 7th 
feature of an above-mentioned this invention method, the 8th feature of this invention method. 
When said user terminal changes a provider who considers it as a connection object, said 
provider selection process. Have the processing which chooses a provider who considers it as a 
connection object after change using a WWW browser in a user terminal, and said 



communication start processing, Without said user terminal changing an IP address of the user 
terminal concerned, Have the processing for which the user terminal concerned starts 
communication towards a provider who considers it as a connection object after said change, and 
said VLAN tag grant processing. To transmit information transmitted by the communication start 
processing concerned from said user terminal. Said terminal unit gives a VLAN tag including 
information corresponding to a provider's IP address made into a connection object after said 
change. Have the processing changed into an IP address assigned by provider who makes an IP 
address of the user terminal concerned contained in the transmit information concerned a 
connection object after the change concerned, and said delivery processing. By the VLAN tag 
grant processing concerned, have the processing which delivers the transmit information 
concerned via said backbone network using said VLAN tag given to said transmit information, 
and said VLAN tag outside carries out, and processing. It is in composition adoption of a 
provider switchable correspondence procedure which has the processing which delivers transmit 
information which removes said VLAN tag from said transmit information delivered by the 
delivery processing concerned, and by which the VLAN tag concerned was removed to a 
provider who considers it as a connection object after said change. 

[0022]Said VLAN tag grant processing in the 7th or 8th feature of an above-mentioned this 
invention method the 9th feature of this invention method. It is attached to a sending signal 
transmitted by said communication start processing from said user terminal. Have the processing 
for which said terminal unit carries out filtering processing using a MAC Address, and the 
filtering processing concerned. When a MAC Address which the sending signal concerned has is 
not a provider-oriented MAC Address made into said connection object, it is in composition 
adoption of a provider switchable correspondence procedure which cancels the sending signal 
concerned. 

[0023] When said provider's MAC Address is changed, said operation communications 
processing in the 7th, 8th, or 9th feature of an above-mentioned this invention method the 10th 
feature of this invention method. Processing said management host recognizes the change 
concerned to be via said backbone network. Processing by which said management host 
concerned transmits information about the change concerned to said terminal unit via said 
backbone network. Based on transmitted information about the change concerned, the terminal 
unit concerned is in composition adoption of a provider switchable correspondence procedure 
which has the processing which changes a MAC Address recognized about the provider 
concerned into a MAC Address to which it has been transmitted. 

[0024]The 1st feature of this invention device is attached to a user terminal which communicates 
with a provider via a backbone network which comprised a virtual local area network. Have a 
terminal unit linked to the backbone network concerned, and the terminal unit concerned. It is in 
composition adoption of a provider switchable communication apparatus provided with a grant 
function of a VLAN tag which includes information corresponding to an IP address of the 
provider concerned in transmit information transmitted towards said provider from said user 
terminal. 

[0025]Said user terminal in the 1st feature of the above-mentioned this invention device the 2nd 
feature of this invention device. When the user terminal concerned changes a provider who 
considers it as a connection object, consist a provider who considers it as a connection object 
after change of what is chosen using a WWW browser, and said terminal unit. When said user 
terminal chooses a provider who considers it as a connection object after said change using a 
WWW browser. It is in composition adoption of a provider switchable communication apparatus 



provided with a grant function of a VLAN tag which includes information corresponding to a 
provider's IP address made into a connection object after the change concerned in transmit 
information transmitted from the user terminal concerned. 

[0026]In the 1st or 2nd feature of the above-mentioned this invention device, operation system of 
said backbone network has the 3rd feature of this invention device, and a management host said 
terminal unit. Communicate said management host and if needed and said user terminal acquires 
information about a provider who is doing the connection contract from the management host 
concerned. It is in composition adoption of a provider switchable communication apparatus 
provided with a function to restrict a provider whose communication is attained for the user 
terminal concerned, based on the acquired information concerned. 

[0027]Said terminal unit in the 1st, 2nd, or 3rd feature of the above-mentioned this invention 
device the 4th feature of this invention device. It is in composition adoption of a provider 
switchable communication apparatus provided with a function to perform filtering processing 
which cancels said sending signal about either communication between the user terminals 
concerned, and unlawful access using a MAC Address, about a sending signal transmitted from 
said user terminal. 

[0028]Said management host in the 1st, 2nd, 3rd, or 4th feature of the above-mentioned this 
invention device the 5th feature of this invention device. Carry out remote management of said 
terminal unit via said backbone network, and it recognizes that a MAC Address was changed in 
said provider via said backbone network. Have a function which transmits information 
containing the changed MAC Address concerned to said terminal unit, and said terminal unit. 
Based on information transmitted by the management host concerned, the terminal unit 
concerned is in composition adoption of a provider switchable communication apparatus 
provided with a function which updates a MAC Address recognized per provider concerned until 
now to said changed MAC Address. 
[0029] 

[Embodiment of the Invention] Hereafter, an embodiment of the invention is described per the 
example of a device, and example of a method, referring to an accompanying drawing. 
[0030] Via the backbone network by which this invention was constituted from a virtual local 
area network. Because the terminal unit which connects a user terminal to a virtual local area 
network gives a VLAN tag to the transmit information transmitted towards the provider from 
said user terminal when communicating between a provider and a user terminal. Although a 
provider's change made into a connection destination is enabled, in this example of an 
embodiment, it is not limited to ****** etc. which explain Gigabit Ethernet (Gigabit Ethernet) as 
an example of representation chiefly as a backbone network. 

[0031] (Ex ample of a device) Drawing 1 is a conceptual mimetic diagram showing the example 
of a device of this invention. The Gigabit Ethernet which is the backbone network by which ten 
were constituted from a virtual local area network among the figure, A terminal unit which 1 1 is 
a user terminal, and 12 is the principal part of this invention, and is a device for connecting the 
user terminal 1 1 to Gigabit Ethernet 10, The management host in whom 13 makes the operation 
system of Gigabit Ethernet 10, the 1st provider from whom 14 becomes a connection destination 
of the user terminal 11, and 15 are the 2nd provider who becomes a connection destination of the 
user terminal 1 1 . 

[0032]Gigabit Ethernet 10 is a fiber-optic network with the access speed of 1 [Gbit/S], and is 
making LAN of the bus network which performs data communications between predetermined 
terminals. Gigabit Ethernet 10 is constituted as a virtual local area network (Virtual Local Area 



Network; VLAN) which carried out grouping of the specific terminal group logically, and built it, 
The backbone network (trunk-line data service network) is made. 

[0033]The user terminal 1 1 communicates with the 1st provider or the 2nd provider via Gigabit 
Ethernet 10. For example, let a personal computer, a word processor, a portable telephone, PHS, 
a host computer, etc. be the user terminals 1 1 . The user terminal 1 1 is in the usable state about 
the WWW browser (World Wide Web browser) which is Internet browser software. 
[0034]The terminal unit 12 connects the user terminal 1 1 to Gigabit Ethernet 10, and mediates 
communication with the user terminal 1 1, the 1st provider 14, or the 2nd provider 15. Here, as 
the terminal unit 12, a smart Ethernet bridge (Smart Ethernet Bridge;SEB) is used. 
[0035]The terminal unit 12 gives the VLAN tag which includes the inftjrmation corresponding to 
the IP address of the provider concerned in the transmit information transmitted towards the 1st 
provider 14 or the 2nd provider 15 from the user terminal 1 1 . Here, when the provider whom the 
user terminal 1 1 makes a connection object is changed using a WWW browser, the terminal unit 
12 gives the VLAN tag which includes the information corresponding to the provider's IP 
address made into the connection object after change in the transmit information transmitted 
from the user terminal 1 1 . 

[0036]The terminal unit 12 carries out filtering processing using a MAC Address about the 
sending signal transmitted from said user terminal. A MAC (Media Access Control) address is 
an address used for access to LAN from each node (each user terminal). 

[0037]By this filtering processing, it is the sending signal transmitted from the user terminal 11, 
and the unjust communication of those other than the thing to the 1st provider 14 or the 2nd 
provider 15, for example, the communication between user terminals, is prevented. 
[0038]Remote management of the terminal unit 12 is carried out to the management host 13 via 
Gigabit Ethernet 10. And when the management host 13 has recognized that the MAC Address 
of the 1st provider 14 or the 2nd provider 15 was changed. Based on the information transmitted 
by the management host 13, the MAC Address which the terminal unit 12 recognized per 
provider concerned until now is rerecognized to the changed MAC Address. Thereby, in the 
above-mentioned filtering processing, the communication to the provider by whom the MAC 
Address was changed from the user terminal 1 1 is permitted automatically. 
[0039]The terminal unit 12 acquires the information about the provider as for whom the user 
terminal 1 1 is doing the connection contract from the management host 13 via Gigabit Ethernet 
10. And based on the acquired information, the provider whose communication is attained for the 
user terminal 1 1 is restricted. 

[0040]The terminal unit 12 is connected to Gigabit Ethernet 10 via an optical network 
terminating set (Optical Network Unit;ONU) and a passive light device (Passive Optical 
Unit;POU). An optical network terminating set and a passive light device are devices for 
connecting the user terminal 1 1 to Gigabit Ethernet 10 which is a fiber-optic network. 
[0041]The management host 13 makes the operation system (Operation system; OPS) of Gigabit 
Ethernet 10 which is the backbone network which comprised a virtual local area network. And 
Gigabit Ethernet 10 is maintained to a good communicating state, and in order to manage 
efficiently, the state of Gigabit Ethernet 10 is always supervised. 
[0042] When the management host 13 detects change etc. of the MAC Address of the 1st 
provider 14 or the 2nd provider 15 connected to Gigabit Ethernet 10, The detected information is 
transmitted to the terminal unit 12 etc., and the increase in efficiency of the communication in 
Gigabit Ethernet 10 is attained. 

[0043]The 1st provider 14 and the 2nd provider 15 undertake the communication interface 



enterprise in the Internet etc. The 1st provider 14 and the 2nd provider 15 are doing the user and 
connection contract of its user terminal 1 1 of its. Therefore, the user terminal 1 1 performs 
communication which used the Internet etc. via either the 1st provider 14 or the 2nd provider 15. 
[0044] (Example of a method) With reference to drawings, it explains per example of a method of 
this embodiment applied to said example of a device. Drawing 1 also shows the outline of the 
example of a method of this invention. The outline of this example of a method is explained 
using this figure. 

[0045]This example of a method explains as an example the case where the user terminal 1 
communicates with the 1st provider 14 or the 2nd provider 15. Here, VLAN tag 4 is assigned to 
the 1st provider 14, and VLAN tag 7 is assigned to the 2nd provider 15. 
[0046]First, the user terminal 1 1 acquires a private IP address automatically with the DHCP 
server which the terminal unit 12 has because the user terminal 1 connects with the terminal unit 
12. Here, a DHCP (Dynamic Host Configuration Protocol) server assigns an IP address 
dynamically and automatically to each node. 

[0047] And a user operates the user terminal 1 1 and the provider selection process which chooses 
the provider (for example, the 1st provider 14) who considers it as a connection object from two 
or more providers who the user has made a contract of is performed using a WWW browser 
(STl). 

[0048]In the case of a provider selection process (STl), the terminal unit 12 acquires a global IP 
address from Gigabit Ethernet 10 with the DHCP server which the management host 13 has. 
Using this IP address, using IPsec which is encryption communication, the terminal unit 12 and 
the management host 13 communicate if needed, and perform operation communications 
processing for user authentication, privacy protection, etc. (ST2). IPsec carries out 
communication if needed using Internet Protocol. 

[0049]Provider information acquisition processing which provides the terminal unit 12 with the 
information about the provider who the management host 13 identifies the user terminal 11, and 
is doing the connection contract with the user terminal 1 1 in the case of operation 
communications processing (ST2), etc. is performed (ST3). The provider who is doing the 
connection contract with the user terminal 1 1 is a provider who becomes connectable with the 
user terminal 1 1 . 

[0050]Then, the user terminal 1 1 performs communication start processing which starts 
communication towards the 1st provider 14 (ST4). 

[0051]The terminal unit 12 attaches VLAN tag 4 which includes the information corresponding 
to the 1st provider's 14 IP address in the transmit information (packet) transmitted by 
communication start processing (ST4) from the user terminal 1 1 . The terminal unit 12 performs 
VLAN tag grant processing automatically changed into the IP address assigned by the 1st 
provider 14 with the NAT function which the terminal unit 12 has in the IP address of the user 
terminal 1 1 contained in the transmit information transmitted from the user terminal 1 1 (ST5). 
[0052]In this VLAN tag grant processing (ST5), the terminal unit 12 also performs filtering 
processing which passes only a thing with the MAC Address turned 1st provider 14 among the 
transmit information transmitted from the user terminal 1 1 . 

[0053]Then, delivery processing which delivers the Gigabit Ethernet 10 top for the transmit 
information to which VLAN tag 4 was given by VLAN tag grant processing (ST5) with the 
VLAN tag 4 is performed (ST6). 

[0054]Then, VLAN tag 4 is removed from the transmit information delivered by delivery 
processing (ST6), and it processes by the VLAN tag which delivers the transmit information to 



the 1st provider 14 outside carrying out (ST7). 

[0055]By processing of these STl to ST6, the user terminal 1 1 performs transmission using the 
1st provider 14. Communication towards the user terminal 1 1 as well as processing of STl to 
ST6 is performed from the 1st provider 14. 

[0056] Drawing 2 is a conceptual mimetic diagram showing the provider change method in this 
example of a method. A user explains using this figure per [ which switches the provider who 
considers it as a connection object to the 2nd provider 15 from the 1st provider 14 ] method. 
[0057]First, a user operates the user terminal 1 1 and changes into the 2nd provider 15 the 
provider who considers it as a connection object from the 1st provider 14 using a WWW browser 
(ST21). This may be performed in the above-mentioned provider selection process (STl). 
[0058]Then, the user terminal 1 1 starts communication towards the 2nd provider 15, without 
changing an own IP address (ST22). This corresponds to the above-mentioned communication 
start processing (ST4). 

[0059]The terminal unit 12 attaches VLAN tag 7 which includes the information corresponding 
to the 2nd provider's 15 IP address in the transmit information (packet) transmitted from the user 
terminal 1 1 by ST21. The terminal unit 12 is automatically changed into the IP address assigned 
by the 2nd provider 15 with the NAT function which the terminal unit 12 has in the IP address of 
the user terminal 1 1 contained in the transmit information transmitted from the user terminal 1 1 
(ST23). This corresponds to the above-mentioned VLAN tag grant processing (ST5). 
[0060]In this ST23, the terminal unit 12 also performs filtering processing which passes only a 
thing with the MAC Address turned 2nd provider 15 among the transmit information transmitted 
from the user terminal 1 1 . 

[0061]Then, the Gigabit Ethernet 10 top is delivered for the transmit information to which 
VLAN tag 7 was given by ST23 with the VLAN tag 7 (ST24). This corresponds to the above- 
mentioned delivery processing (ST6). 

[0062]Then, VLAN tag 7 is removed from the transmit information delivered by ST24, and the 
transmit information is delivered to the 2nd provider 15 (ST25). The above-mentioned VLAN 
tag outside carries out this, and it corresponds to processing (ST7). 

[0063]The connection object of the user terminal 1 1 is switched to the 2nd provider 15 from the 
1st provider 14 by processing of these ST21 to ST25, and the user terminal 1 1 performs 
transmission using the 1st provider 14. Communication towards the user terminal 1 1 as well as 
processing of ST21 to ST25 is performed from the 2nd provider 15. 

[0064]The user terminal 1 1 becomes possible [ switching to connection with other providers 
easily and dynamically from connection with a certain provider by a user's hope ] with the 
terminal unit 12, and these enable it to lighten a user's labor. 

[0065] Drawing 3 is a conceptual mimetic diagram showing the prevention method of the inter- 
user communication in this example of a method. It explains per [ which prevents the inter-user 
communication which is carrying out direct communication using this figure, without the user 
terminal 1 1 and the user terminal 3 1 passing a provider ] method. 

[0066]For example, the user terminal 1 1 tries (ST3 1) to communicate towards the user terminal 
3 1 . Then, since the transmit information transmitted from the user terminal 1 1 does not have the 
1st provider 14 or a MAC Address turned 2nd provider 15, the terminal unit 12 cancels the 
transmit information by filtering processing (ST32). This corresponds to the filtering processing 
in the above-mentioned VLAN tag grant processing (ST5). 

[0067]By these, the terminal unit 12 prevents carrying out direct communication, without the 
user terminal 1 1 and the user terminal 3 1 passing a provider. 



[0068] Drawmg 4 is a conceptual mimetic diagram showing the remote management method in 
this example of a method. Using this figure, lessons is taken from how remote management of 
the terminal unit 12 by the management host 13 is performed, and it explains. 
[0069]For example, suppose that the 2nd provider's 15 MAC Address was changed by exchange 
of a router etc. (ST41). Then, the management host 13 recognizes that the 2nd provider's 15 
MAC Address was changed via Gigabit Ethernet 10. And the management host 13 notifies the 
information about change of the 2nd provider's 15 MAC Address to all the terminal units 12 
using the 2nd provider 15 (ST42). 

[0070]Here, the terminal unit 12 and the management host 13 communicate if needed using 
IPsec which is encryption communication for user authentication, privacy protection, etc. 
(ST43). This corresponds to the above-mentioned operation communications processing (ST2). 
And the terminal unit 12 updates the 2nd provider's 15 MAC Address based on the information 
notified by the management host 13 (ST44). 

[0071]The terminal unit 12 becomes possible [ updating automatically to the new MAC Address 
], and these enable it to lighten a user's labor, when remote management is done by the 
management host 13 and a provider's MAC Address is changed. 

[0072]As mentioned above, although the typical example of a device and the example of a 
method of this invention were explained, this invention is not limited to the not necessarily 
above-mentioned matter, in the range which attains the purpose of this invention and does so the 
effect which carries out the following ~ suitably ~ change ~ it is feasible. For example, in the 
remote management method, the management host 13 measures and manages a user's traffic 
information and utilization time, and it is good for these information also as notifying to the 
terminal unit 12. 
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[Brief Description of the Drawings] 

[Drawing l] It is a conceptual mimetic diagram of the example of a device, and the example of a 
method which is an embodiment of this invention. 

[ Drawing 2 ] It is a conceptual mimetic diagram showing the provider change method same as the 
above. 

[Drawing 3] It is a conceptual mimetic diagram showing the prevention method of inter-user 



communication same as the above. 

[Drawing 4] It is a conceptual mimetic diagram showing the remote management method same as 
the above. 

[Description of Notations] 
10 -- Gigabit Ethernet 
11,31 ~ User terminal 
12, 32 ~ Terminal unit 

13 ~ Management host 

14 ~ The 1st provider 

15 ~ The 2nd provider 
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LT. ^';S'ti-y h v^— tJ-^r-'y b l 0 tc^stt^jlMCijci] 

[0 0 4 3] 4Rtfm2 7°P/W5f"l 

LTV^So LfcA^oT. H±, ^ 1 7°P/^ 

[0 0 4 4] (^a^ij) t5fBga^Jt-jafi!t-§*^» 

[0 0 4 5] ^-n'^m-VlX. :3.-1f4is* 1 1 :^P^S 

-i-^'i 4xa^2yp/W5?'i 5 tilft^t-^tl^r^^iJ 

i:L.Tltt!3J3-ri.o ^'T?. ^1 T'P/W^f 1. 4(u(i;VL 
AN^'^'"4?b^'#J!?=i^Te.nT43D, ^2 7'P^W^^"1 5 
t [± V L A N :^ y 7 A^iij D =i3 T e. tl T U o 

[0 0 4 6] S-r. n— ifS* I >!3'!i^5i5^S 1 2 tig^ 
-r 5 C t -r% :i— 1 1 t±iS5^^S 1 2 hm-D D H 

c p-9--^^t J;^T. :/-5^-s— I pr KL'X^rg 

JO aWteMil-Sc CilT% DHCP (Dynamic Host Con 
figuration Protocol) ■9--/^i:{±, #y-F(^^(tLT 
ft&tjKSoSiiWtCl PZ Fi^X^fJDISSfeiDT'fe 

So 

[0 0 4 7] ^LT. ZL— +f*^3.— ifilfi^^ 1 l^Jf^'FL 
iSfiD7°P/W^'"©cpA^P>®M>Pt^t-r§yP^W^" ((^J 

^i:/p^w^!"i 4) ^jtiK-rsypAf ^^-jIJR 
jaa^^^ft^ (s T 1) . 

[0 0 4 8] y^>^^^wsimm (s T 1 ) ©^ic, s 

40 tK^H i 2 ti. Wil^t^X b 1 3 7b^K=ODH C P-9— ^^fc 
ir^T. 4-"^"lf-y b tt^^>y b 1 OA^e^^'p-^Vl^ 
^ I PT b'bX^IKt#-rSo PTFUX^fflV^T 
SS5t^^M 1 2 ilWJl^t^X M 3 a. rL-+f-|S|ESt>"7° 
^^^^>-ffiia^CDfc:at[Jt^{tilff-efe$ I P s e c 

Saa^frS d ( S T 2 ) o I P s e c i: t±. > 

^f-T-y b • yp bn;l/;S:ffli/^Tit:^gto/t>i;fcii#^-r 

[0 0 4 9] ::d---^U'-i'a >a«Ma (S T 2) £D^, 



MII^JtS^ (ST 3) „ rsts. l tim 

fig t * § 7° P / W T* £ 5 o 
[0 0 5 0] ^fOS. ^-+fiiS5S 1 Iff^mi ynyW^f" 

T 4) o 

[00 5 1] s^sa 1 2 ii{f laiisma ( S T 4 ) 

•y h) (C, ^IT'P^W^fl 40 I PT- KU'XtCjhtjeb 

Sn^3.--!fS5S 1 1 CO I P r FbX^-, 4g5|<^M 1 2 

y^tJ^mM^^J^o (S T 5) o 
[0 0 5 2] HCOVLAN-^^l^-^mm (ST 5) T 

rcmmmm(D^t>r'mi fuju^'i 4iRittc5MAC7' 

[0 0 5 3]^cDm. VLAN^fi'W^Mil CST5) 
-ET-V L A N^^^'4 AW-^-^tlfti^MffE^. ^OV L A 

las^sE^^iiaii^fT^a (sT6)o 
[0 0 5 4] ^m'<k. iSigsaa (s t e) r-E^g^nfc 

\-fu/%-('^'\ V L AN^^'"^i-LS!liI^^T 

&a (S T 7) c 

[0 0 5 5] iitie.<73s T 1 A^e.s T6<?)i!aat^j;o, 

1 'xipjWTtDJlfifc, S T 1 ;b^6 S T 6 ©iHilt (bJ^IH^: 
[0 0 5 6] m2\t. *;^)S^illcfettsyp/W^f"1jr]i^ 
;b^e^^mi:-r§7°a^W^!"^. ^I^p/^^'^j"] 4 

[0 0 5 7] 3;-r\ a— if A^a--- tfiiiJ^ 1 l^jtfl^b 

1 :/n^ w 1 4 e. ^ 2 y p / w 1 5 

(ST2 1) „ cn»tii5£©7°P^W^f"31KSaiI 
[0 0 5 8] ^©m, !fS5|^ 1 1 g#£D I P7 

Tjiifi^PjBi^i-rs (ST 2 2) „ c nasuaioiiMiss^s 

(ST 4) tc?itJS-rs*.«T'fe§„ 

[0 0 5 9] S^SSH 1 2 ti, S T 2 1 T^-+fSi5l; 1 
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5®1 PrKU-Xt^^jSLft'lffS^^iyVLAN 
5'i'"7 5-^^tti>o ^&mm \ 2«. rL— tFi.'S* 

1 1 A^e.)j^M$n/-c:5lft'[ffEtC-&i:txS:i— <fS*l 1 
OI PZFUX^, 4ffi*^Sl 2*^it-ONAT^HMt<i: 
■^T. m2yp/>V^'l 5*^t.*iJtiJI^tlf= I PT-FU 

x-vgidii^jt^gi-r^ (ST2 3) c cntiiuMicov L 

A N 5^ i/ft-^jail (ST 5) KSlJS-rSfeOT'S-So 
[0 0 6 0] COS T 2 3T't±, 4S*^S 1 2 ZL- 

/o 1 1 ssm* # fz.m.mmm.(r> 3 t-^ 2 y 

PM-Y:?'! 5(P]ttOMACZHb;^*J#-Ot(75CD*^^ffl 

[0 0 6 1 ] ^-tOtS, ST23T'VLAN^'<^"7 jbH^t-^- 

if'y F • -Z— 9-*-y h 1 0±^SBS-r5. (S T 2 4) „ 
cntiiuidEOiHJSmfi (ST 6) tcmt-SfecDT'fe 

[0 0 6 2] ^©ft. S T 2 4 T«iMSnfci^M'lt$SA^ 
6V L AN^ri?*7^i^b, ^tD3MWf 2 7° P/^-f 

20 ^^"1 S^IEjM-rS (ST25)„ Ctlt^;gijj£E£OV L AN 
^^"il-LMS (ST 7) tc5tJS-r§t>(DT-S5o 

[0 0 6 3] cnecDS t 2 i a^c, s t 2 sosantj; 

rL-ifii5|;i 1 ©afsc^aA'tlg 1 t/pA^-^^-i 
&^2 7°P/W^!"1 5'x^Dg5x.e,n. :i— tfS*l 1 

fc. ^2yp^S-i'^;-l 5A^t.:i-1f*i^5|^ 1 l^^^iX<D 
illsfe, S T2 1*^6S T2 BCDfiaSiliHiliJcLTiT* 

[0 0 6 4] Ctie>tJ;D. :i-+fi;g*l It*. SS*^ 
30 ai2tJ;-3T, a.— ro^MtCj; i3$.^7°P/W^''il 

[0 0 6 5] ISI3[±, *^fiS^y{c:telt«.^— yRSMfcD 

-• tfS^fel 1 ^;3L-+fSi5|^3 1 hi^^P-'W^^-^/l-S-r 
t-ilSilfit-?.Ci:T-feSrL— *f|MI51ft;&, l»±-rs:^ 

[0 0 6 6] eijxtf, 3.— y='4s*i 1 ts^^L-^m^-i 1 
^f) (^[R]ttTil^f^^T§:^3a t-rs (sts d „ -rst, 

■ft '(f 1 7°PvW^f*l 4X{ill2-/p^W^"l 5|fi] 

fmmr^^^'to^m.m'mwmmt^ (s t3 2) „ c 

ntiSuiilitOV L AN^^^-'f^^M (ST 5) K*ittS7 

[0 0 6 7] CtiP>t^i;i5. iffiS^ggl 2 1i, ;x— ifiilSi 
5tSl 1 tP--+f~S?f;3 1 i:A^~7°P/W^'^^>S-riciS^ 

50 [ 0 0 6 8 ] ill 4 2f=7^fe^J(Cfctt 5^|!SWa:^S:^ 
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stiri^iisi^sg 1 2 nmrn'sm-ff- }!<}:> ioi,-'i^rjit>n 

[0 0 6 9] ;I/-^'OSS!^i:l>:J;t), ^27° 

D/w^T'i SOMA cr KuxA-^^H^nftiirs (s 

1 SOMA cr KbX^)^^^^nftc: t*, 4^;ye-yh 

5f5SiS 1 2 O^Ttefflto-r S ( S T 4 2 ) , 

[0 0 7 0] ii e: r% 4S*^K i 2 ^; WSd-^x F- i 3 
ti , - -ff ISIER 7°^ -< / ^ ® fci6 1 Hi^ft 

fflflT'fea Ipse c^ffll^T. !t:-^tf5i;T5iff*-r 

S (ST43)o cnatuKHO^J-'^b— i^a >jl{tfin,il 
(ST 2) t^llS-r« tcDT®5. ^LT. SsfS^S 1 

2 a. WJi:r>xb 1 3A^?.®^[i$nfcfiif$@icJft^i/-T. 

^27°P^^-Y^?1 SOMA Cr FU-X^&Sif-rS (ST 
4 4) o 

[0 0 7 1 ] 46^3S^gl 2a. 20 

h 1 3teJ;t5TJtPSWiI^tl. •/□^^f'^'OMA CT H 

[0 0 7 2] *?eBJlcDi-^^&^^gMWRa'^i4^IJ 

T. cne.om'^et=iiS!^^Sl 2-v)i*n^SCttLT 
[0 0 7 3] 

-y Sy-^>^/t-LT. ■7°n/W^''ta-+f5i5); 
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^iH^^BAM^Jjb. ^©VLAN^^^'-^fflV-TSI^iJMff 

if f E ^ iS^ ^ -y d< - > ^- ^y h 7 - c $i V Eig-r 5 

OT\ Sg*aS;6':WiS4^-XhtJSftLTVLAN^'^'*^ 

[0 0 7 4] Sft. 4f^5^S®/b^M A Kl^X^fllt/^rc 

t^-S S P.— tf4S5^PBl0^fl^ll&±t- set ;6^prtg t ^ 
S = 

[0 0 7 S] ffi^^^SAV^-yrJ^jTC-yt^-y hU- 

^ CD^-^ U-i/ 3 A^^at- SiS4-.;^ F tig'^tr 

lSL;Tilff^SCi:tCj; :/P^^-Y^^'OM A C T F b 

[0 0 7 6] LfdA^oT. sfs^Bjga. 
^t'A^^A'lf 'y F • ■^-■^^^•y F^iftcJ; DiS^m^^ 
■y Fy-^'^{g^.P-;*3;l^3i'jr • ^--y hV~i^mmv 

im 1 ] ^§im<DmiMmm-^'^^mmmRuy5mm<Dm. 

[0 2] lH|±[c *5tt S :/a ; ^-1- gs^^-r H:t;*!5 

[0 3] ^±ici5i,f^=L-^Tsmm(om±yiii:^^^^m 
[gd] iqi±t^fett5ii(!Hwa75S^s-rffi;i:Ms:0-r- 

I 0--^';S'e-y F ■ -I'-^t^-.-y F 
11.31 ■■■n.— if'5i^5^ 
12.3 2---iS7!S^M 

1 3--wa*xh 

1 4--^ 1 -fOf'i-fii- 
1 5-^-2yp/W^" 
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